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Hinuesnaiostay o afaitelsiiulalddndvinng q Arlidediamumnga
fauaszuumugumsdiifsloyauazssianduanuduianindfeteya
Tnemsauazmsiinfsiussuuany gouaszuudesimunedorldau (User
Account) wagssasu (Password) Wisldlunisnsraaeuinuassvesilday
foyaluusiazduauduteya
n1sfudestayad1AgyIuTEUULIATaYIBAIs ITME AealdSunisinsia
(Encryption) Adusnasgiuanna léun VPN
finsivualiuasusiaiuniussesnafidinuavesseiuanuddyves
oyanuiszyliluenans “msldsmsiaiugldan”
fvuanasssnvaasiuasasafovedeyalunsdlith dunsndoonuen
Mg 19U 11393097 anadenlsididunisdsesuaraudeyaiiiveglude
Gufinfeu Wudu
1W1veeteyaneln1snTIadeuAlnIIzaNvesdnslun1siinfedeyavas
il nuegeiestlas o adafioliiulalaindviasing q ARlidmadimmummnya
mﬂﬁmsﬂszﬁwmmﬁmLﬁmﬁﬁumﬂ%a;ﬂ% (Username) Uags#anu (Password)
vosyanalayanaty foudugiuinveudenisnszyhauiatiuniungmne
sudvudotsduiifetos

10 om. FTUVIUATAUMANIIgIAITLTeNlEaU (Business Information Systems)
Tmthmhsaufiosanyssdiuig 4 mafuaasiuasasads uazgaseusng q neusdnduls
THdeyasmiuluszuuau vioszuumaluladansaumaiiazidenloatnfoiu 1wy seninensenss
amssaguvseviheuinveesiles

(@)
5]

&

(o)
(en)
(@)
()

Avuauleuisuazmsniiieatuny Jestu waguImsdanisnsliteya
39U

#sandiavselieynnnsindleyadiuunng
fsanidyrannslathefifavivielduoygelidldeu
fsniFesmsameJeudlday

Lioygnliiinisldaudeyaddyvie doyaduiimdulunsdifissuulad

v Y

U =
11AINITUDINULNYIND
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d9Uil e N1sAMMUANTNTANTURAYEUVRL LTI (User Responsibilities)
10 ox. NMstfnusianu JldnuionfUa fsll

(@)

'
£ A

A auiimihiilunstdeaiu qua snundeyatndTorldau (Username) uaz
s¥anin (Password) Tnegldauusiazausesitiydoglden (Usemame) vos
s FalddmiugBu saufeiusinaneuns wandie inligduaad
ShanU (Password)

fvuasiaiuUszneumefsnslidesnit ¢ fsnus JedesUsznoude
$Lav (Numerical Character) §9nus (Alphabet) wagfonusiitey (Special
Character)

waAnAsIn SRR uTioguuiug i saialdie Wy Sevdeuuana
VYBINULBIWTENTITUA LUNIUIYNTY
Lildsiarudruyanadnsunslduiluteyasiutvyanadusiuaiedie
GLHITRILY
Laldlusunsuneuitinasgirslunisinsianiudiuyanadnludid (Save
Password) dmiuiAsesaeuiiamesdiuyanaiiflinunsounsedey
liaavFotuiinviariudinynnal luaouil fdedensdunaiiuvesynnady
AvunsiaruFusuliTugldnuliendenisian uasnsdeeusiasiiu
TinugldanusenluluegnsUasnse

Fldaudosudousiariu (Password) lilfiu eco Tundeynasedii
nsudafeuliiuasusianiu

{0 oe. msthmsdhsta sldfudeyaiidunnudy fldnuasdesufiimussiounsinm
ATIAUNNTITNS A, beee wawsadldisnadheia (Encryption) Mvsnzauuasdusnassiuang

18 ob. msﬂsuv‘fﬂm q MAnnMslETFuesldann (Username) Suiingmanefmuals
Huaauia laidnisnszsiduae mmmmﬂmmmalmm’m Titednduauiuiinveudiuynna
falinuardesiuiinvouronuinfiindues

10 ol JLEUABIINNTHGIUMIRUYNATIneuazlddunsndniassuvaisaunaves
weu wagmnnsigaudnuiuilogm lideuinnnsiaiiudeni@ viseisaneuRenainla 9
Ad ldruseudslifguaszuunsiuiiud lneufofauuuimng deil

(@)
(o)
(en)

(@)

(@)

AR IMBINNUTELAN ﬂ'mfmmivwﬂgummimmmmiwawmmuwnmq
mslfnuszuuaeniame Buluieteasioninisiigaimaunnads
nsldauBumneside (Intemet) dosvinnisfigatiiinu wazdeadinisdudin
foyadeannsatsvendmuyanagldeanls
dlefldnilsiogfiedowneufiunes denihnisdennimonnads uasdowiing
figatmmureunsldnunnads

i usiosianainvinge (Screen Saver) ndsanlildldudung oo
Wi wazdedldsiiaru (Password) Wigndesdazanunsaidavtaele

10 o, FlPrusonsezninuazsednseiwonisldnudeoya ludrdeyatuaziluves
n3gNTas1sagy vieludeyavesyamanieuen
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o ox. tonasfitduaudundefiszduaudfy Jefiuiesnainiadesfiud (Printer)
nasnaudeyaiiiuaiudvlusudidansednd fldnudesd fjoalnidulumuszifoudain
WNsFIUATIFENTSNwALEUTe 9IS il

(o) Fomnavgionansiiumnuduvidedifiseiunnudifaygdlisnenn

(o) dafuuazimunisnslosiuiiinruasnfoetradivsme

(@) n1smeuns Wasuulas viidn wievhane desldfuayyinainiani
vhoan vidogTiluives

(@ savdeuANUgRsvetenatsnewtluldny

(@ yhagenasiidunrudu vielsesuanuddygaslonuaeudnduluns
g

10 wo. FldnuildusulunmsguasnyiwazSulnveufalayaueINTENTWATITUEY Wag
FoyavesiiFuuins maianisgae Taeluldlumediin msweunslagl lf3ueynn fldanu
dioaflduinlunsiuiisseudenndemetude

{0 wo. ldnudoatestu qua Snuvlidenudy mnugndes uazaamienldvesdoya
naonIuonas detiufinteyanoufiunes vieasaumari q Adssiomsiinddlaegdsliians

{0 wo. fliuianilagvousssuiiaziivine Ty uastlestudoyadiuyananiy
Wiuaueis nsensaassaguazhinsatuayukazinsnsedvddiuyana wazliougnliyana
wilsynralavinisas meamammummﬂ,malulmuaummmm’ﬂmmwmaumawauauu gnLIu
’Luﬂsmmmzmwmmsmqﬁumaqmsmwaawaga viemerindeyatuieadesiunsenssansisuay
Fensenanasisaguorausimsliimihinsaaeu shnmsnseasuteyamartiuldnasniian
lnglidaaudalgldaunsu

U0 oo, MUUArIelEIU (Run) WUswnsuUsznm Peer-to-Peer (anefia 38n153mA3018
oniumeiuuuvils fifvusliaonfiunesluedevenniaieaniloutuviewinfieuiu g
wiagieFesinsdlusunsuviedufiudoyaiiuliios madanuuiviilfannsalfivsunsuvdoutudeya
vosneuiumediadodladld wiuilvedoddainedosuimautiu (File Server) winiu) vislusunsudid
anudsslusefuifieatu 1wy Samesisud (Bittorent) we Bya (Emule) iJudu uusaglesy
BUYINIINTINENNUILIY

{0 oe. hudavdeldau (Run) Tsunsussulavynussiam werudiuia Wy nisguis
Hawwas iy 1Wudu TuszwinanauRssnis

fo oe. vhultdunindvonneny Mdawdouls ensweuns deya fenm sunm
viodsdula Mldnvaurdadofassy aruiunesUssina nguune nensenuien1siaves
N3ENTIETITUAY

1o o, Wilddunindvevisay ienssuniu AeliAnmnudeme nieldlunis
Tasnssudeya viodsdulasulunmsindengvaneuasfasssy vionsenusen1siareansenaig
#1550

1o o, vuildAunindvoinsensrassaguileuszlovinanisd

{0 oe. vhunszviinngle 9 Wenisdndoya Lidtneziduteniny am 1des wiedadule
TuiA3U 1852 UUATEUNATDINTENTNEFI5AUEY tnethinin liinassedsnisle 4 Anw

18 e, UNTLVINNITIUNIY Y1NAN8 30V IHTEUUANTAUNAVBINUIBIUADIEATIN
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1o mo. ValldsruuamsaumavesnsEnTaIsITagy WiiensmuauAeuinesriosy Uy
asaumaneuen lagliliueygmaninimhsnuviedguassuuilldsuneumng

{0 me. vhunszviinsle 9 Sufidnuasfunsdnasuldnuviesuisiadiuyanavessby
lidasdunsdlla 9 Weusglovilunsdnistoya vieionslimineinsfna

fo me. Wufnssgunsaindenseyiinigla q iiedidsszuansaumavensznsag
as13augw InglalldSueygmannimihmbsnuvdedguaszuuildsuneunane
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dufl & NM3UTMSTANNTAUNSHE (Assets Management)

70 aen. Jldrudosldidlvluguduiufnisteyadianvseiind (Data Center nunefs
anuiiiflidmiuinduniosneufinmesudvisuas viogunsaiuimssaniaeients) Mduwmmaio
Tnewnaun Liuusldsuaugnangguaszuy

fo ae. fldnudotlitiguninivietudiilasenamndesfiinsiadodiaeufinnes
Huwsiglasusuginandguaseuy

fo me. flinudeslivedesdle viegunsaidule 1oudiaTovieifienisuszneusina
GRNIGER

fo oo, Fldnudoslidnasnviovidnuuiudeyaiiddvdnsidunisldnu deulddu
ouan wazdldandodalld visauuitudeyavesidu laldnsdlla 4

Yo e, fldsudosianedeyadrdnlugunsaideduiinteya uiludeya neudiazirdn
gunsaldsnan wagldimadalunsauvidedsuteyarivuudeyanianuddnlugUnsaidmsuiaiu
foyaneufiaraygeligBuigunsaidululdausie ietdestuldlifinindrdstoyaddny uasdoya
oglunngdadssdentsiinfclneddalif andduld uazRansanisnsiaredoyavudotudin
Toyaudazdszinn foil

Usziandetuiinteya | 5vhane
N3Ny Tgn1sumIeLAToIUYINANELeNENT
Flash Drive - insvinargdeyauu Flash Drive m1u1195574 DOD

gobo.blb M 194n35¥N51Na Muansgeinsni Jady
WnsgIuNThaedeyalaensilswriuteyaifiuvatgseu
- 1B unseualidume

i1 CD/DVD Tdnsnumeiaeaiuyateenans
iy LEisnsvunTeualdeng wsem1vinae
ginfan - ldn1svinatedeayavusiinfanniuuinsgiu DOD

&olbo.blo M 999n35zMT19na lunansgoluing Jau
WnsgIuNThaedeyalaensilsuriuteyaifuvalgseu

- LB s unseualidume

fo oz fléeuinifidessuinveuse dunindiniresuneulilvldnuaiounis
Hugunsnduesildamies Tasussmsenisduning (Asset lists) Afldnudossuiiaveu mssunie
Auduning sxgniufinuasamsasunnadslnedminifmhsnuueuing

fo mee. FlFedoslailigEududuning lidlunsdla q GuudnsBuduldfuniseydd
Juanednuwaldnusanimimiaeauy

{0 <o. nsdviauuenanuiiflinudesguaariuiavevdunindvosmuisanudlisy
UBUNNY

fo o. FlFudninfifosnldandomelidminddutuasdign viogymoniuyan
nindau mnamudsmetuisainarusyamuesdlda
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fo <o. FlFsndavsliauninduazssuuasaumnaniis 4 fimbenudaedoulilildo
Tnedtinguszasdionsldnuomhsnuvindy sadligld o duninduasssuuasaumaning
Tl#luRenssuiintnsnulildimun vieviliAsmuidevedensensasisaae

fo . audemigla 9 fiinainnisazifianiute <o WWieidumuindiuyana
Tnedldnusessufistoutonudsmeiiniy
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duil & n1sAuRuMsIdIRLATaYIY (Network Access Control)

10 <<, WmsnIsmUaUNMsd-eon AudufiRnsteyadidnvseiing

(@)

(en)

JAnse1nmiiB AUy nAY Fosiinisuantnsildszydnu 1y
tnsuszanvu vieluoygndud fudmihifnuanulasnads iefulng
{Ansio (Visitor) udhmsastufindeyaadluayatuiin auitszyliluenas
“Suiinnadreeniiuil’

HAndeainmiienunisuen Mihgunsaineufiames niogunsaliiltlunis
UTRmmuanufoRnuiiesmuauszuuiaietns desasudinsienisgunsal
Tuwvuvlesumsvesygniireenamuiiszylilulenats “Uuiinnisitesn
fiuit” Tgniosdimau

ey

AUATEUU ABINTIAdRUAINNAosvelayalualaluiin wuunesun1sve
sugieeniudmthishwiaulasadedulsedmniou

U0 «¢. HlulziAToInauiinmnes gunsaluyeudaiuiATeABuNILAGS TEUY

LA3YIBVRIMIIENY AadlasuaygInAINTITmUlIs ukasdesUfURnuuleusiilnensanse

lnggfldanusosnsenwuurlesy “nsveltieusiowiodng”

18 . NIVORUYINLTNUNUT Web Server Folaugiay (Sub Domain Name) Aivtieanu
SuReweuey awsesivtlvdevesug eIt MBI Laslziatifnntlusunsile 9 Ndwanseny
AON1INTEYNVRIsTUULAYHLTLDY 9

U0 <. MulanseyiMsiadeudne Andaiuduvserinnsle q segunsaldtunans loud
gunIaldaLdue (Router) gunsalnseedyaadaua (Switch) aunsaliieuseniuseuues oY Ieman
Tnglaldsusugnanngauassuy

10 &=, HAKATEUU ABIAIUANNITIIIATEUULATOUIY LITBUINITIANITTEULLATOUY

Taag1eiluszansan aeseluil

(@)

Fosdrinansmsldnuienuaugldnuliansoldnunmsssuueios
lFsuenainu
Fosiradumsnsidndsszuuiaietneitnsldouimtu
Fosrnmslfidumsuue et enniesesreuiises U ars ssmouiiawesusiane
e sl anuanansaldidumadu « 16
sruuAsetteTunvemthsnuiiinisdeusslusisruuiaietiedy 9
asuennihsudeadousoiiugunsaitestunisyngn sauviadead
AUEINTAlUN1IATIITULUSUNTUUSEANATY (Malware) A7g
'i%UULﬂ%aﬁli’lEJ(?TENaﬂﬁgﬁzuumﬁﬁ]ﬁumiqmqﬂ (Intrusion Prevention
SystemV/Intrusion Detection System) Lﬁamnaaumﬂ%’mmam anaTid g
szuuiAseteveshsnuludnuasiiaUng
msngszuunseisnelumizeanu nerumessuudunesiindnluded
msastudindldan (Login) Tnsuanssmusederldam uazdesdinsfigey
udusinu (Authentication) shemsldsiasing ilensivaeumugniioswes
fidnunouynads
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(@) Fosdosruilvimienunisueniliiieuseaimisouediiu IP Address nelu
Y945 UUATUENE YD I
(@) Fosdniunudaszuuinietie (Network Diagram) Sefiseazidumianiiu
YOULYAVOITEUULATUIEN 8l ULAZLATRIIEN1E8UBN kazaUnTaifIg 9
wiouaUsuUslfutiagiuogaue
() NssEyaUnIaluLAIeYIY
- fouaszuuiinsiiutyinisvedeuseinietne Téud stedefuelduinig
swazidon intsnouiinmeiiiveliuins IP Address uaraniuiinss
- gunsalfiunidensieazléunineian IP Address muditmuslaggaua
JLUULATRUY
- Houaszuudesiinglinuiianansadldgunsalld
- nsdlgunsaififinisifenseatniaierienieuen fesdinisszymaneias
gunsaliaansnidendetuiietnenelulivieliausadonsold
- gUniniiA3ev8f09a1N190ATI9EDU IP Address YBINIFUNIILAS
Uanendla
- fuelduimsdesnsonuuunesu “nmsveideusioinietne” Tasaniilnan
iy uledveansensiatsnsiEn ade Intranet a151504a%
- madhldeugunssivuedetedeshmsfigadiaunnadeiiligunsn
(@0) Avunszozaglisnuieglussuuiaietislieanainszuuiaietieiile
Huinennsidaudunanu
1o ex. Fauaszuy Fesuimsmunuiadssaeuiialmosuitng (Serven) waziuiiaveulunis
uaszuuABNIWesWite (Server) Tumsimunudly v3edsuuasdising 4 veswendussyuy
(Systems Software)
{0 @o. nsRnRveUsuUIToNdLITURsTE VUL BainsvoauiR angauasruu i
Aasanousiduns
fo €o. dmualiiinisdaifiveesaldn lausid wazlenasdmivrenduaiveszuuau
Huaauifisinrusiunsasasde
fo ¢o. nsiaAvdeyaasiasmeneuiiames (Log) Litelidoyarsnasnisneuiinmes
finnugniesnazanansnszyfsiyanaldnuuuivig w.5.u. 3densnszinnuRafedfy
ADLTTILADT .M. bEdo
fo &m. AmumnasnsmuaunsldnuszuueIoisuazintasnouinesuity (Server)
mngldnumeuenuiesy eguadnwautaenfbresszuy muuuaUAoR Futelud
(@) Uﬂﬂamm/imsmumauaﬂmmaamsamﬂumsmimmﬁvwLmamaLLav
Lﬂﬁamaummammw (Server) vaeminguazFovindsvooyyniy
aednualdnws tevoounnansmihmieny
(o) fimseunugeams (Port) Mdlunsdhgszuvegiesanu
(@ 38n15la 9 Aawnsodngleya vieszuudeyaldainsrezlnadaaldiy
N13UAIRNTIITNNUILIY
(@ madngszuuansseglng dldnudeanmdngiu ssumewanianudndu
Tumsaunuiumhenuegiuieme
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(@ nsingszuumsedienislunasssvuansaumaluniisnuainsseglng
Fesfinisastiuiindnlden (Login) Tnsuansdmusiededldau wazdead
nsfigarBuduiinu (Authentication) sennsldsaniu tilensiaaou
Augniesteslinudounnads

Yo ee. fwualiimsudsenedotes dwelud

(@ Internet wususniasedrstduiaiednegos 9 A1ueIAITAS 9 Lﬁammm
nsndaesetnalaglilasuayain

(©) Intranet wiseSotnemelunaziaietioneuen Wemulasadelunsldnu
szuvansaunanigly

1o ¢¢. fAvuansdesiueiotiouazgunsaliig 8]m%amaﬂmuuumiasmaamqsmLﬁ]u
WATADINUNIUNITAINUAAT Parameter 719 9 1o IP Address o819Upslay o ATI UonaINi
nsrsuaudlunierdeuntasdn Parameter fosudsyaraiifedasliunaunnade

o &o. szuuATetetmuaiidnindeuseludisruuaietiedy q ansusnniieeu
deadeudorugUnsailiestunisyngnudelusunsulunisin Packet Filtering Ly n1sldlisread
(Firewall) vi3egnsauasau o saumdosdimuaansalunsasaduiawns (Malware) ¢

{0 @w. Foalinisindaszuunsradunisyngn (IPS/IDS) itensiasounisldauvesyana
Adlduszuuedorisvomhonu Tudnvueiinund Tasinmseseaeunsyngnsuszuuedetng
mslfamdudnuadiiound uazmsuiluasuulasyuuiaietns TasypeailsifidnnanihiAeades

10 &. IP Address vasszuuauniatianeludndudesinistesiulilimhenuaiauen
Adouseannsousaiiuld ieidunstesiuliliyananeusnannsaiioyaiieaiulassainves
szuuAsanelalnedny

fo ex. nsldiaTesilonns q (Tools) LilonsnsradeuszuuiaIot e dedldfunisousd
MnFguaszuuiazdinnsldauamzwiniisnu
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#uil © nsaugunaaieszuUUfTRNS (Operating System Access Control)
10 bo. FALATEUU Aedrnuansamslsuyaainsindvesvinesu (eaeufimnute )
Tumsldaumuanusniy suvisduneudfifdmsumseniananinsldau (asufoinude eo)
19U Msaneen emsiasusuvsnunelumisnuy 1Wusy
f9 vo. fnustuseunUFtRitedldoy
(@) flinudesimunsimiulunsldnueissmeufinmesfisuiaveu
(o) wArInszuvAndaaia deadssuuuimsdanissaniou farunsarinay
Beldneuradimavhanuludnvasdnludfitadedenaiudousiainuyes
fldnuiildgnimunliZusuinmdeutumsindessuulaeiiui
@) Gldnudoatarnisldsulusunsunueumiingg (Screen Saven) iftosinis
Sonutirenmilolifinigldeu dmndudlefeansldeu fldnudadd
sviasinu (Password) Lleidldey
(@ roumadnldszuuufoinisdeshnmeasiufindldnu (Login) nass
(@ fldnudedsioygaliiulifodldam (Username) wazsiasinu (Password)
yosmulumsiilinueiosnonfiunefeminsnusuiy
(o) flFaudewinisasiufinesn (Logout) suiiileidnldaunieliogiivinae
Wunanu
(@) adansoldaulusunsuussinn Peer-to-Peer vidalusunsuifinnudes
UL lASUBU NN I INEUNTENTIETTUEY
(@) wowduIfinsznsrsarsisagy 195avans fldauanunsaveldauldnm
mifinudndu wegialdlildauinsfedudoldiusensinitula
lsifdvans snasrany Foindumnuindiuyana dlénuiuiisveuusiies
HLAe
(@ wondusinsEnsnassuguineioalilvigldou feidudsdniu vl
i yhnisinds aenneu wWasuwlas wily vievinduun detluldny
fidu
(@0) Huldnineinsmnuszianiiduvesnsensrsarsisugu Lieusslovi
N19N15A7
(00) Wugl¥uhiausteyaiiiangmune azifindvans wansteninugunim
Ldwnzay vietarefasssy nsdlgldauaisiumavuasetisneuiames
(o) MuFlTNUVBIMUIBIY AIVANABUNUABINTBTLUUAITAUMANIUBN
Tnglilasuaunnannimtmiieanu
U0 Yo, N155¥ULazEUTUAINUYDINLFI1U (User Identification and Authentication)
fmualigldaunansiinusedegldau uazdosdnisiigaidudusinusionisldsiasiiu
ilonsvaeumnugnieseslfnunouynas TneufoRnuuumsiiimuelilude oo
{9 o n151FulUTUNINUTELANYTAAR (Use of System Utilities) #oas1inuaz
AruAun sl Waunsugiandmiulusunsuronfunesfiddy Wosmnmsldnulusunsug fiaa
usviinanunsavilvgldvanidsanasnstestumenuanuiuasuasndovesszuuld ety

nsavidln visenanidgannsauduasUasndienlanmualivienlegudd Tdiiuns el
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£
aaa

(@) mMsldanulusunsugian o aﬂmumiaummﬂw@LLai“UU waaeinsigU
gududiaudrnsunisid ﬂﬂimwuiﬂwmmaﬁﬁa Wiediiauay AIUAY
N5 91U

Tusunsugfidafunuldnudodliosfindudng
éfaﬁmLﬁUI‘UiLmiugﬁéﬁaaﬂmﬂsuawmﬁéim%’uwwmu

(5]
en

[
cfal a

()
(en)
(@ fnssfnansgilasuoynalildnulusunsugias
@ dosendnuieaviislusunsugfidiuazeonduasfiiedosiussunanudlad

&
arwsnfulunisléan nutsostesiulaligldnuansaddwmieldo
Tusunsugianls

U9 o, MINAUANANTNUTEUUEANTEUNA (Session Time-out)

(@) Mviualissuvasaumaiinisdanaznuanainislday Weflnnsinaiuain
n1sldau 1Wuaan mo wiililuedaties fesginisldussuvaisaume
(Session Time-out) Su

(o) srvvasAUMANTANNEsSomudRygdliimuastaznaginisldan
syvudietaduainmstdnulidutuaueumnzan vedunm eo und

T0 pe. MIinszezaIMdeuseszuvasauma (Limitation of Connection Time)
(0) fossrfnszoznalunsideusdeiieliinnustunsasafouindsudmsy
sTUUAsaumA WieusUndinduiifimudssviediaudAnge ielviiaanm
sfumadaende i
- fwmuaszezainisideusessuuimaluladaisaumanaznisdedns
dvSusTuvETaUWA MseueUnALATuTidA I EYS maummmﬂmm
Lwaiwmﬁamu mmiﬂmmlmmwam m&f[,uiu*a ghanfimuawiniy
Tnesmunlildld o $lusenisidouse o A%

- tvwalissuumaluladansaumanasnisdeansinissingasssesioa
sl Smsssyuasfigadin Wed-lFnulnnnads

(o) unliszuvansauma filaudfygs sevvanuiinisldonluanunddl
auiAns (uiianssusvdeuiinieuenriiga) fnnssfadissyesina
madeuse aely mo Wil
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dauil @ MsmruauNsInEdusunsuUszYnAvauaUnALAduuazasaumA (Application and
Information Access Control)

U0 oo, JAwaTEUU Aesmruanisamzileugldnulml (agufifnude <) lunisldau
puanus iy maiumeuUfRdmiunsendnaviinisliou (reufiRmude eo) wu msaeen
visomsiasusumisnunelumeny s

{0 ow. §auaszuy desimuadninisldauszvumalulaarsaunaiidida 1wy
sruUmpuiamesTUsunsuUszgnd (Application) aanunadianvsedind (E-Mail) szuuiasedilians
(Wireless LAN) szuuduinesiiin (intemet) iludu Tnodosliansiangnisufiaaluniii
wazdedldFumniureuanimiimihsnuduasdnvaidnes mufiomuniudndfand
ogsaiLaND

{0 o fauaszuu fesfmuaszeznailunsifeudessuvasaumna MdlunsufoRau
srvvansaumaing 9 degldnulifinisldnuszuansauna iy o€ Wi szuvazgAnisldau
fdnusoninismsasiufindldmnu (Login) Aeuwdhssuuasaunadnads

{0 ow. fauaszuu Fesudmsdanisdvimslfnussuuuarsiaiiurosyaainidieluil

(@) Avuanisivasunlasuaznisenidnsiar (Password) iegldnuszuy
a190n Y3oTUANA LY YSenANNTITaU

(o) fvualigldauliduiinuseiiiusiaiu (Password) Liluszuunauiiunes
Tuguuuuiilalldtosiunsidnis

(@) fwundedldnuiosialdaudedsisniy

@ lunsdifiarusidudesliavimmuiudldnuiifaniaean ldnuduazses

Y 9
a [

I@suAnuiureuazeudRanmntdimiiesu lnednsimunssezian
nsl¥nunazsz funisldauiuiifleruszeznaidanavieiuaindum
wazfinmsimuadnsiiewildiuindddafsedulalivng uasdestmuels
sagldnuisansiagldnuniuung
{0 wo. fauasruy desuimsianismadriedoyanulssnntuaudulunisaaueu
madhisdeyauassmantuanuduiisniadddeensuarnaddenuszuunu saddsmsias
foyausazUssniuarudy deluil
(@ #osmuaunmadrdsfeyaudazUszantuanuduiiniadiflnensas
NSNRIRUTEUUY
(o) Fosimunsiedofldau (Usemame) uazsianiiu (Password) tteldlunis
nsnaouiauatoslinudeya luwastuauduresdona
(@) Awunszeznansldnuiassfunsldnuiuideriuszosadana
(@ n1sfudsdayad1ANIUTEUULATRYIBAIEITNY AISLATUNISIUNS A
(Encryption) Iusnmsgmuanna iy SSL, VPN 130 XML Encryption Liusiu
(@ fmuan1siuasustadiu (Password) ANNTE8EIIaNTIAIMUAYDITERY
PRNGREHRLENRH
(o) MuuANIATNIsInvIANTuRsUasnfovesdeyalunsdlfith dunsind
29NUBNNUIBIU WU U153snw nsiageu Widdunisdrsesazaudeya
Afvegludetuiintou 1usu
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() Fosdrsesdeyauazszuu uaznadeunsifudoyauazszuuegisainae
Taedmuanradlumsiidunuegsdniauluudazseuy

(@) Miivdeyadidyretesdnistivugunsaluuunnm duwaianudndu uae
Touassnanazdesdimathsiatoyaiiuinnsgiu

() doyafiifumnuduiidosdsnanluuenssdnis lnsgnimfiuliuugunsaiuuy
wawwsegnawusEuLAIeYIsliany fer un1seudAnINdveITEIUNY
uazganTsy uazvhmsdnsadeyanassruuedetneldmeneuindy

(00) Mundeudredeyaiifiduaudu Fesnserilasyanafidvesszuunuuas
ganssufmun wazazdewhatedeyadanaviuiidlelifinisldanuudn

fi9 oo, szUUBslionssunIu Snansenuuaziinnuddyge WFURceT

(@ szuvithenissuniu lnsfinansznuuazfinnuddygs Téud seuudoya
furefifudeyailiieadesiunmsinuimenuiauazdeyamanisunnd szuu
yaansiiudeyadiuynnaveadmihiinielunsensisasisagy

(o)  fosinsmusuanadenvesszuuithirenissunlasianis
(b.0) TosUfiRnunendudndiu uazdosivundnslianizdildsu

soumnewihtiy W lvfiReuluiesmuaudingn
(b.o) AARITLUULENAIMINANTFULATALNAB ULAE LA ANBlunTS
Whdsteya

(@ desaruangUnsainoufininesuazdeaisindouiinazn1sujifeny

N NYUBNBIANT
{0 wlo. msldnugunsaireufimosuasdemaedoudl Fosuftfdwiolud

(@) m9I9@BUMNINTeNYRIRsLTmeT wazgUunsaiazihluldauinegluanin
wiorldammiels uaznsnaeulusunsuiasgIuIgndemuavans

(o) sesfaszisliliyananieuendnaondeyaainaeufiamesiinluldly Liuus
Foyailatnsweunsidunmsily

(@) denunnudndudeddgunsalrenfinneiuazdearsndouiiuds Tiuih
defudmihifisuiaveuviud

(@ dwihigfuiinveulunisivaudensiaaevaninaiunienldauves
gunsnineNfmesuardeasindeudinsuAude

@ wnusnginnudemeiietuiuininanuuszamesieiieusives
filUld fululidessuinveudemmudemefiiniu
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daufl @ msudmsianisvenduaiuazdvivg uaznnstlasiulusunsulivszasdd (Software
Licensing and intellectual property and Preventing Malware)

1o o, nIznTNEsITUEY IelinudiAnysedamingdunisdygn Fodumenduag
fmisaueyywlildnuniefivinenuiaeans féauamsaveldauldmuniifiaiudniy
wazsalaligldauihnsiadodoldnusenduasdulailifi deans mninisameasunuaiui
gazidadvdns foindumnuindiuyana flinuazdesiulnveunsiiivsdiien

{0 eve. wMALI3 (Software) Inmhsswlddawionlilvgldny feduddwdudensviinu
Wnus g ldawinms nenneu Waguas wily i ovihduundetluldeuidu 4 snduld3umseyge
Nnvhmt s edildFueumneifiansludeans

{0 we. mouRamesvesflinuindelsunsudestuladanaufinmes (Antivirus) anuidl
miseldussmelild Guudeeufiumesiuiuaiesiionisinu Tnedadldfuougnain i
Mgy

{0 ao. UsIATYA Tid wewdws viedsdula fldsungldnududeddiunsnsaasy
hifareufmesuazivsunsliszasditoutunldnuriafutuiinnnads

U0 oot JlYuReerinn1sUTulsedeya dmiunsirasunazuSuusessuudjunnas
(Update Patch) Tlmsiiaue iiierfunistlesiuamundemeiienaiiniu

f9 o, fliudesiivszidhiauarlvsunsulivssasdinasnina nuftadlenudsfinund
Al nuseu LRl laTEUY

fo . llefldunuinaiesnsuianesinliia flinudeslidenseirdosneufiunes
WNgATeTY kALABILIIMARALATEUY

{0 co. swdnasuvindiun wWasuulas auils Sedoya demnu Lenans wiedda q My
Aunsndveamienu ievesdu Inelili3ueygmannimimiigny

o go. WurhmMameunslhi¥aneufiunes faus vielusunsudunsela q flenaneliiia
arundevneingaunindvomenu andfagiaunlusunsuiosndauwasle 4 awnsoduiunsld
uisoslaidudums fail

(0) Wawluswnsundesdawisla q flegharenalninwiainuvasadessuy
saanmanssiludnvasdunisuevldstainu nisdnasurhdiundoya
yARABUYS LN STARUYEARRDY

o o o w

(o) Waunlusunsuviesnfowasla 9 deiligldeudaniuazdrdiuninuddny
TumsaseuaseminensszuNnnIgldaudy

(@) Faulusunsulafiazshadlusunsurdoudsinlsunsulfulusunsudy
ludnwazuigiiunuesuvsehiianeuimes

(@ Wanlusunsundesnsauasla g fiezviatessuusinnandnisld (License)
BONAWIS

(@ dnauedeyaiiianguuny azifindvans uansteniny sunmlaimmizas
videtndofasssuuszindldufnuvessemalng nsdfigldauaiiaivma

YUATDVIEABUNADS
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U9 Qo. MIRALITONALISIngrEIUAIEUen (Outsourced Software Development)

(@)
(o)

(en)

JalriinseuaulasIN simgenawIsinedsuliusnIsanaeuen
ﬁmsmizu’jﬂﬂs%Lﬂuﬁ;iﬁﬁwéiuw%"WEﬁﬁu‘mNﬁﬂg@ﬂﬁﬂ%%’%@%ﬁiﬁmiumi
WangonAuIslagguaaliusnisanaeuen
fsanfmuadeinsanudniasnsodeusunuaIMLarANYNFDIYDY
gorldursiazdnswauilasgliuinisnisuen Tneszyliludygnde
fvhAuglvuinisneueniiy

Tiinnsnsaaeulusunsulduszacda lurenduasnng q Aazsnising
Aousiunshng
NAI9INANTAILDUNITHAUITONLITIINNUILITUATBUDN NUIBITUA DY
Aflunsiasuswariusng o

AU SEUUINAI8UDN (Outsource) fadasunuludyaliiUanedoya
(Non-Disclosure Agreement) AaUALLIUNT

AiRLNsTUUINANEURN (Outsource) Aasiiauf] URmuuuiuleuy uagwuiufj U
Tumsinwnrusiuasaonfefuasaumea YeInsENT AT
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dufl « MsuftRnuanateusndiineu (Teleworking)

{0 co. Fosinisnsraaeuitgunsaliduvesdrudideldlunisdrfszuuinalulad
asauwmesheuansreglnalimstestulidanaznsldnulniieadmuiivihsauivua

10 . foslinsdamiangunsaldmsunisujifnuainssezlna nmsdaiudeya uas
gunsaldoansilidugldnuanszeglna

fo ce. fldruanszerlnannau desinumsiigatfnuneunsldnu wefiumnulasade
W saRu wseIsN1s T 1udu

fo @o. ldeynalildnugunsaliifuvesdudiiio i deszuumaluladasaumaes
wihsuanszeglng mngunsaldananliegniglinisaiuaumuulouismnusiuasiasadoes
Mgy

Yo c. dosrsunriinveanu daluamsvhany duauduresdeya stuunuwazUInTg
#1499 YeathenuioyaeLaylieygaliufiRnuanszeglna

Yo aa. dostmuatuneulfiRdmsunmsvesuli nisvesnidn mstmuaveusuuss
dvdnsinfessuuasaumatagmstugunsalfiliufiRnuainszeylna

wURURLUN I N IANUTUAARANATUANTAUWIA YBINTENTIEISITUGY A b&od i bl



d2ufl @0 N1sAUANNTIdNRIsTULIATRYE ]S (Wireless LAN Access Control)

10 &, JAWATEUU Aramunudyanvetgunsainssedyaauuuliany (Access Point)
T lvasenueniiuildauszuuinietnelsametosiian

{0 wo. Fauasruy feiinisiuAsus SSID (Service Set Identifier) fignrinvuaifuen
336y (Default) mmﬂQ’mamﬁuﬁﬁ'ﬁwqﬂniaiﬂszawsﬁagmuﬂmLLuui%faw&J (Access Point) 1lau way
Savusligou SSID (Service Set Identifier) Tnsiamzszuunuilfutumudu finande

19 ®o. meas UU AOININUAAT ereless Security LYuwuy WEP (Wired Equivalent
Privacy) %39 WPA (Wi-Fi Protected Access) %39 firnan ’Lumimmamamaiummﬂsaaamna
(Wireless LAN Client) uaz aunsainsgatedyarawuulians (Access Point) LLauﬂﬂﬁfiuﬁﬂ'ﬂﬂﬁlhﬂﬁ
wansdosruuaiovielians

10 <lo. JAKATEUU WHeNlYITN1TAIUAN MAC Address (Media Access Control Address)
wawvis oUny Aty Imaaﬂgigmawmlﬂ%muﬁﬁ%méiumsvﬁﬂ%’muizuuLﬂ%ﬁ’l&l’%’mamuﬁﬁmwﬂ:’i
Wi

fo co. fguaszuu Fesdimsfadaliiioad (Firewall) seninszuuiadotnel$metuszuy
w3evnenslunRtIBeIY

fo «e. fuaszuy amsimuslildnuluszuuieievieliaedadedeasiuiaietie
A8lunia91UR1uN19 VPN (Virtual Private Network) tiledaetlasiunisyninluszuuinietie
15ay

10 x&. Hauasyuy Aesvihnsameideugunsalyndildfinsessuunsevigliany

eXp eXp

9
d
fo wo. fuaszuy Fesldweniuiindesinwainrsaeunusiuniasnfovesssuy
wotglimeifionesmsnaeuuartufinmnisaifiiasdeifetulussuuieietnglians wasdads
SPNUNANNIATIIEBUYN o 1o uazlunsdifingraaeunumsldnussuuiaietislimeniaund
TauasTUY S189URIMNTYIBNUNTIVTIUN
fo «o. fauaszuy Fdosmuaugualiliyanaviomissnunmeueniililéfueyain THnu
szuuesetglfanglumsidngssuuinteotnsuasseuuasaumaniglumieny
fo «e. fldsuidesnisidrfsszuuiniedisliasvesnsznsrsansnsagy awfosinnig
amzdouiugguasyuuuazaedldsuiinnsansygnanimimvsnuegnduaednualings
fo . fguaszuy doshnsamedousmuadniglinulumadhdessuueietelias
Tmnzaufuminfinnusuiaveulumsufohnu dewdildszuuaieteldans savs fmsmumu

avsnsiintivednsadnawe il agdedlisueygnandguassuunuanuindulunsldnu
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#1ufl @e N13AUANNSTHURUNTAiTBsfUATEtY (Firewall Control)
{0 @oo. nhenuiivihiflumsuimsdanis nsfiedauazisuarives Firewall Hianue
{0 @ow. MstVLARIEUSUTDY Firewall Fostwuaiduufasiavan (Deny)
1o @ol. NAUINT (Services) waziduymadonsedumediinilioyn sy Policy axded
gnuden (Block) Ine Firewall
f9 wom. {linudumedidnazdoninisasuiindldeu (Login) deunsldauynads
{0 oe. MstmuaAUINsLarMIdendefieynn ardesinstuiinnsasunyas
nnass mnfinsAsuutaseeng 4 ved Firewall
{0 eoe. mairdsiigunsal Firewall axsiesanansainsldiamediilasuneumneliigua
Fannawintiy
{0 eob. Teyasmasmenenfiuneiiiiieengunsal Firewall axdesdsanludaiiuiigunsal
Jauiudeyaasnasneneniiumes lnvazdesdanudayassashitesnit «o u
{0 eom. nsimusulsuislunisliuinsdumesidniuiniosnsufinmesgniioay
Janesanadeuseiugiuresiusunsuialy feygywlildnu fonndanusiduiierldnuness
mMadesseusnilefiimun deslisunmBusenainmienunion
{0 @om. M3tmuammsliuinisveaaissneuiinmesusiviisluusdazdiuveaaiore
wdostmuasoyy e g aToudefisududenslfuiniawindu Taedeulsvieasdesnasy
Tifuiasesneufininesusivieidusioiadesiilifuinisads uaznisimundinisliuinisves
\n3esneufinmosudtisviegunsalluiaiotne desesygyinifuasdnuaidnysrodeiuienis
gudansaumauarnisioas lnsdesssydoya fil
(@) vBELAY Port fidensvelvila
(o) v8aY IP Address vesaeysiidiosnsinsiodoans
() Ingquszasd videdeusundiatuiifesnisldausiiu Port tu 4
10 oo, AgAoINTATRayanIAmUAAIA1 ) vesgunsaldesiuiasediy (Firewall)
L‘f]uﬂszai’mﬂLﬁauu,amqﬂﬂ%@dauﬁazﬁﬂWiLﬂﬁauLLanﬁh
o ooo. A3ptABLTAESUTeAlHUINSTEVUNUASALmARIe q neluntieudd
dnvariidudunsudnagdedlioygrnliinndeudeiiioldnudumedidn Liuuddaudniu
Tngazdosimvundunsdily
{9 eoe. Mirvsudansiazszivnievdonnislicnuvesniosnoufinnesgniiedi
wAnssumslinuiRavioidesernuasnisvesszuuieioisdumn viaiinannsyinauves
Tsunsudifinuidesioraasndsauninaglésunsudly
1o eob. Madeudeludnuuryeinisauauszezing (Remote Login) 9NANEUBNINES
\osuiTnevidogunsniadotienislu dosdumsded
(o) o0y INslFuduatednvaldnys
() Audeya Logfile 7i Firewall
(o) AU Logfile an# Application
Tooom  Hasdimilsnenueamnaenisved Frevall gnasiumslvivs maviuiiaunieelasumsudle
10 voc. FoinTr1aauuazlanesnvesszuuniegunsaiilidaudndulunisidnldanu
o ahiauseteliondUaiay o ASa
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§9uil e M3aruauNsldaaanedidnnseiing (E-Mail)

10 oo¢. lunisamzleutaddldnuannnedidnvseidngd (E-Mail) fesvinisnsendeoya
yoildusnsanvunedidnnsedng (E-Mail) Inedudverudmihiiiasay

10 oo, FHaInMEBlannselnd Laildsiaiudeslivsingvseuwansianiuoenu
wissuansoonlusUresdndnuaimusdnusiu wu “x” vie “0” lumsfiuiusaeiadnus

{9 won. \diold¥usianiiu (Password) adiusnlunsidnssuvaamnedidnnsednd (-
Mail) wazilefinadngszuuluadsusndu TWuRsusiasinu (Password) Taeviui

19 mow. fauaszuy fostmuniwauadsiiveulildnuldsiarnufinld wu iy o s

1o oo, litufinySeiiusianiu (Password) Lilussuupeuiinmnes

{0 oloo. LWABUSHARU (Password) W o - o Loy

{0 oloe. liildfiogannuiediannsedngd (E-Mail Address) vasfduLitos1undeiunde
defonnu sniunsvglasunisdusenainidvesgldnunagliteolndtvesaanunedidnnsednd
(E-Mail) \Hugsuiingeusienisldauluaninedidnnsetind (E-Mail) vewnu

1%
a 4

10 obl. a1 INATINUTEULIRMINEBIAnNTaling (E-Mail) taSedudesasiuiinean
(Logout) V}ﬂﬂ%ﬂ

fo elom. n1sdstoyailuaudu inssrynnuddguesdeyaaduitosanuie
Bidnmsednd (E-Mail) udoudinazliiinadrsiadoya E-Mail Anassuriinualy wazlily
PwsesinszSelunsszyleiieg E-Mail vesFulignieaitedesfunisdainiisu

o oloe. TudRAIesEnnsefind (E-Mail) fifidnuwaeiduanmneves (Spam Mail)

{0 oloc. Tudsanvanedidnmsetiind (E-Mail) Mfdnuaziduannnegnld (Chain Letter)

1o oo, udsanminedidnnsedind (E-Mail) Mfidnwuzilunisazidindenguing vie
dvidvesynnadu

{0 elon. udsnmnedidnnseing (E-Mail) fisTh3aluluyanadulaeianun

1o eloz. lsryevesidsluanmnedidnnselind (E-Mail) ynatuiiddly

19 obe. livinisdisesdeyasnnuiediannsetngd (E-Mail) mruarrudndu
og1saiiane

10 omo. {l1UABYIINIIATIVERUIDNAITUUVINNIAMIEBIENNTOTNdNauN15.TUn
iionsavaeulndlagldlusunsuteaiulida 1unisdesiulunisiUaludmdu Executable File
1 exe .com Ludu

{0 ome. lds1udedlsiilaniodareannuiedidnnsedndudedonimilafuaingds
laizan

{0 am. Fldnudadlilideninuiilianmmiosudsanmunedidnnsodnddlumanzas
viedoyadsuoriliidedoidesvemiisau iliAn anuuanuenseninamieny d1unig
IanuneBianvseiind

10 omm. JMufsInsIvaoudiiuanunediannselindvesnuiewniu wazaisiaiu
wiludoyauazanvnedidnnseiindvesmuliindedurutesiign wazmsavanvuedidnnsedng
filsidipanmseanainszu eanUimumsldideissuuaamanediinnsedind
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Yo ome. flinumslouthoannedidnnsedndiozligsdnendanduiowmeuiames
o iadunstiosfuiBuseusuanmngld duiulimsinfuioys vieanmnedidnmsetind
Alaileldud i luganmnedidnnsotind

10 on¢. Aldrudeddannuiedidnusedndninsy dmsuldsu-dedeyaluszuusvnis
muudaazigiunTideull ec SunAN beeo 1309 MsiRLITTULIAMINEBLEnnTedndnans
\lonsdeansluninig
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#9uil o M3nrUAUNSTEBUmMBSLTn (Internet)

1o oo, fauaszuy desmmuaduninisideusdossuuneufinmesiiienisidildeu
Sumesiin AreudousornuszuuSnmANuUaensefininsnudnassiivini Wy Proxy, Firewall,
IPS-IDS Wusiu Tagldauvhnsideuseszuuneufainesiutesnisdu 19y Dial-up Modem nLiu
wihilmgraaudnluazdewhnisvesygyinanimihmhsnuduaiednualdnys

1o ome. IA3BsRDUTIMETAILYARALATIATRIABNTIMDSLUUNATN Aouynsionse
Suwosidn duduusiwes (Web Browsen) fasiinmshndalusunsutlostiulia uasinnisgadast
V958 UUURURNT

10 om. lun1s5udeloyansuiiunesiiunsdumesidnazfeaiinisnsiadulada (Virus
Scanning) Inglusunsutlesiulidaneumsiudsdoyaynads

{9 oma. shulfiadotnedumediinuasesdnig tiensgvinnssoluil

(@) mUseleviludegsnodiu
(o) \flonnatuiis IeuA nMstauny gameuns famas
(@) nswsiineliAnaudemesenmdnual wazdoidssuensdns Wy
MsineuNIdoyafionanennudemesiesidnis niedoyadAgyiidy
ANUAUYDIBIANTT
(@ nIvRANguNeY LU
vdtemsuns Toyavioynlusunsuiiaziindvans

- wwsnszaelusunsulivszasad (Malware) 1w lisanauiames
- nswhnsiildmngaudadefasssy Wy nsduntueeulal nsudn
ViowsuNIAoaun aune1s
- nswhnsidanaine nsenufiuanusiuewemnd maun weEamnen3e
LU N19ABNI5378
- nswviimsvuy ananu videasfindnivesBulilduanudens 1y
Mt wiewmeunsam 1o Aerannwuazides (Multimedia) vesdu
ﬁaﬁﬂu%gaﬁa W3odoyaNaduANIINNITAI dnse uiukiy nse
Faulasdieisnismedidnnsetnduioisnsdula fvilviddutude
Foidus gnauiiu grindeats rieldsuaudues
- nsgvhmadufededeny iy mstidveineuns Yeyanfidnuus
Suduiiafieadrsnnudvauiuing nioifienisuasnarsliiia
AULAENIBAN <)
U9 eco. ﬁmfﬂmma%;&aﬁﬁmﬁﬁummﬁuLﬁEnﬁwumwmaqwuﬁé’qlﬁlﬁﬂszmﬂ
pgralunenisiussuudumesida (Intermet)
19 oco. szdnszienisaniilunan TUsunsuldauainsyuudumesiin (Internet)
M59UeR (Update) Tswnsusing 4 deadululngliaziindadns
fo oo, lumsldnuszuuaietisdumesidnliilawedoyaid Ayuaziunnuduves
NG
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U9 o, LUNSIEIUASEAUEUNUIBEANTaNnd TllduaAI AL BSelddandy
ity Tise fazvildiAnmnudondereteidoemiininu myhatsanudusiusiuyaains
YOIUIBIUBY

fo oce. flieubitndrdeyanouiinnesla 4 Adnvuzsuwduia suduaiuia
Aeafuanuiuassisveandns suduanuRafeaiunisnenisie nsenmiliidnuassuaun
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